Introduction
We propose a new application of a spintronics device; a physical random number generator [1] . Random numbers are generated by the probabilistic characteristic of spin transfer switching [2] in MgO-barrier magnetic tunnel junctions (MgO-MTJs) [3] . Because each switching event is independent, the generated random numbers have intrinsic unpredictability.
Recently, security of digital information has become much more important. Random numbers are widely used in encrypting data. Pseudo random numbers are mostly used for such purposes because of their convenience. However, unpredictability of pseudo random numbers is strongly preferred from the security point of view.
On the other hand, physical random numbers have an advantage in unpredictability. Thus, new kinds of high-speed physical random number generators have been proposed recently based on the thermal fluctuation of electrons in semiconductors [4] , intensity fluctuation in the interference of light [5] , or flux fluctuation in superconducting devices [6] . Nevertheless, these generators have a disadvantage in that they require extra equipment to convert physical phenomena into random numbers. In actual applications, the random number generator is required to be fast, compact, and have the possibility of being integrated.
We demonstrated a random number generator, called spin dice, using spin transfer switching in MgO-MTJs. The MgO-MTJs were repeatedly switched near the critical current, and the switching results were converted to binary numbers. We fabricated spin dice as a one-board circuit with a microprocessor and a USB interface, which can generate random numbers at 500 kbit/sec.
Experiments
An MTJ is a magneto-resistive device that has two magnetic layers, and its resistance changes depending on the magnetic configuration of the two magnetic layers. These layers have two stable configurations, parallel and anti-parallel. The parallel configuration results in low resistance and the anti-parallel high resistance. These two resistance values can be assigned to binary data "0" and "1". This feature is applied to memory cells in magnetic random access memory (MRAM).
As the size of the MTJ decreases to less than several hundred nm, magnetization can be switched using a current.
The current produces spin-transfer torque, which causes the switching. This switching is very fast; less than 1 nsec [7] . We can switch the two resistance states by applying a current pulse sequence.
When the width of a current pulse is longer than the attempt time (~1 nsec), the switching probability is dominated by the thermal activation [8] . The switching probability is proportional to the current amplitude near the critical current for the switching. In other words, we can directly control the switching probability by the current amplitude.
We used conventional MgO-MTJs with a 2 nm-thick CoFeB free layer, where the junction size was 70 200 nm.
The resistance-area product value was about 3 m 2 , and the magnetic resistance (MR) ratio was about 110%. The resistance changed between 220 and 465 . The critical current for switching was about 1 mA.
A circuit diagram of the spin dice and the operation sequence are shown in Fig. 1 . The circuit consists of an MgO-MTJ, a pulse generation circuit, a comparator, and a feedback circuit. The pulses are generated using analog switches then the pulse voltages (V reset , V set ) are converted to the pulse currents using a resistor. The comparator determines the state of the MTJ, where V th is set to the middle , 2 0 1 0 , p p 1 1 2 8 -1 1 2 9 of V high and V low . The feedback circuit (not shown in the figure) adjusts the set current to a switching probability of 50%. First, a large current pulse (reset pulse) is applied to initialize the magnetization state with a probability of 100%. Then a current pulse near the critical current (set pulse) is applied, and the state of the MTJ is measured. The switching results, success or failure, are converted to binary random numbers. V bias is a bias voltage of 0.2 V, which is needed for measuring resistance. Figure 2 shows a photograph of spin dice. The board has two sets of the MgO-MTJ and circuit. The MTJs are mounted in the dual-inline package (DIP) of 24 pins, and the board has a USB interface for connecting a host computer. The two sets of MTJs are indispensable for exclusive-or (XOR) operation. The board is operated at a current pulse width of 500 ns, and the generation speed of random numbers is up to 500 kbit/sec.
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Results and discussion
We generated more than 1 Tbits of random numbers from the same MgO-MTJs. The resistance and MR ratio did not changed during operation. The average probability of the random numbers was obtained in a packet of 200,000 cycles of the reset-set sequence. The average probabilities fluctuated randomly in spite of the feedback operation. We consider this as mainly due to temperature fluctuation. To improve equiprobability of random numbers, we used XOR operation, which is commonly used in the field of information science. Figure 3 shows a time chart of the averaged probabilities of the random numbers generated by MTJ-1 and MTJ-2, and that after XOR operation. The variance of the random numbers after XOR operation decreased to one fifth that by MTJ-1 and MTJ-2. The distribution of XOR data agrees well with the ideal binominal distribution.
Furthermore, we checked the randomness of 400 Gbits of random numbers after XOR operation using the statistic test suite for randomness (NIST SP 800-22), and found those random numbers passed the test reasonably.
Conclusion
We fabricated spin dice: a physical random number generator using spin transfer switching in MgO-MTJs. Random numbers are generated from the probabilistic switching induced by the spin-transfer torque. This is a new type of random number generator in which probability is directly controlled by the current.
Because the structure of spin dice is identical to that of MRAM, it would be easy to integrate a number of MTJs in parallel for higher speed operation. The intrinsic unpredictability of spin dice will be useful for encrypting data. 
